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Modern steganography

Modern steganography it is a art of protection of information.

The main goal is embedding of digital data named as watermarks into digital
media.

By watermarking numerous problems of copy prevention can be achieved,
particulary:

1. Proof of ownership;
2. Owner identification;
3. Copy control.

etc



A steganographic system
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Two algorithms

The first algorithm

C=2/Bg+... +2V1B+ ... + 2°B,

E: B, 2S,= KEM&B, mod(2)

S=27Bg+...+ 2V1S +...+ 2B,

The second algorithm

E: C - S=C+B(1-2M)K




The algorithm is embedded in the bit-plane
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Work of the flrst algorlthm
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Work of the second algorithm
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secrecy

Problem.
Both algorithms have secrete key. Which of them is more
secure?

epsilon-secrecy

The system is epsilon secure, if Q(C|S)<e.

The system is perfect secrecy, if Q(C|S)=0. (Cachin, 1998).

The criterion is based on the relative entropy, that describes deference between two

histograms
Q( Pe ” ps) — Z Pe [i](Iog pc[i] - Iog Ps ['])

The histograms are identical Q(C|S)=0.
It means C=S.



Relative entropy of two algoritms

First algorithm

Second algorithm
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Bit plane

We use a base of 2000 digital images

Conclusion.
The second algorithm is more secure.

Parameter b
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